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Mayor’s Message

Scams target people of all
backgrounds, ages and income levels.

Every year, scams cost Australians,
businesses and the economy hundreds
of millions of dollars and cause
emotional harm to victims and

their families.

Most scams follow the same pattern and once you understand
this, the tricks of the scammer become easier to spot.

One of the best ways to stop this type
of fraud is to stay one step ahead of
scammers by protecting yourself
through awareness and education. (

To help you stay one step ahead of
scammers, Burwood Council has
developed this resource to help
create awareness on this issue

and to encourage you to visit the
Australian Competition and Consumer
Commission (ACCC), the national
consumer protection agency.

designed to make you believe a lie.
Cr John Faker
Mayor of Burwood
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https://www.cyber.gov.au

Over the phone

Phone calls are made by scammers to
homes and businesses in a wide variety
of scams, from threatening tax scams
to offers of prizes or ‘help with
computer viruses.

SMS text messages are used by scammers

to send a whole range of scams including
competition or prize scams. If you respond,
you may be charged at premium rates or find
yourself signed up to a subscription service.

At your door

Door-to-door scams usually involve the scammer promoting goods or services
that are not delivered or are of a very poor quality. You may even get billed for
work that you did not want or agree to.

Scammers can pose as fake charity workers to collect donations. They will take
advantage of recent events like floods and bushfires. Before donating ask for
identification and see their official receipt book.

Bulk mailing is still used to send lottery and sweepstake scams,
investment opportunities, Nigerian scams and fake inheritance letters.

2. Communication and grooming

Scammer s tools can involve the following:
* Scammers spin elaborate, yet convincing stories to get what they want.

» They use your personal details to make you believe you have dealt with them
before and make the scam appear legitimate.

* Scammers may contact you regularly to build trust and convince you that they
are your friend, partner or romantic interest.

» They play with your emotions by using the excitement of a win, the promise
of everlasting love, sympathy for an unfortunate accident, guilt about not
helping or anxiety and fear of arrest or a fine.

* Scammers love to create a sense of urgency so you don’t have time to think
things through and react on emotions rather than logic.

« Similarly, they use high pressure sales tactics saying it is a limited offer, prices
will rise or the market will move and the opportunity will be lost.

» A scam can have all the hallmarks of a real business using glossy brochures
with technical industry jargon backed up with office fronts, call centres and
professional websites.

» With access to the internet and clever software it is easy for scammers to create
counterfeit and official-looking documents. A document that appears
to have government approval or is filled with legal jargon can give a scam
an air of authority.

The scammer s tools are designed to get you to lower your defences, build trust in the
story and act quickly or irrationally and proceed to the final stage - sending the money.

3. Sending the money

Asking for money can come within minutes of the scam or after months of
careful grooming. Scammers have their preferences for how you send
your money.

Scammers have been known to direct victims to their nearest money remittance
location (post office, wire transfer service or even the bank) to send money.

They have been known to stay on the phone, give specific instructions and may
even send a taxi to help with this. Scammers are willing to accept money by any
means and this can include direct bank transfers, preloaded debit cards, gift cards,
iTunes cards or virtual currency such as Bitcoin. Any request for payment by an
unusual method is a tell tale sign that it is part of a scam.

Credit cards usually offer some protection and you should also look for secure
payment options where ‘https’ appears in the web address and the site has a
closed padlock symbol. Don’t send money to someone you have only met online
or over the phone — especially if they are overseas. Be aware that scammers can
also ask for payment in the form of valuable goods and expensive gifts such as
jewellery or electronics. Paying money to scammers isn’t the only thing you
should worry about — if you help transfer money

for a stranger you may unwittingly be

involved in illegal money

laundering activities. a a




How the scam works




Identify theft is a threat in every scam

If you have provided personal identification information
to scammers, contact IDCARE on 1300 432 273.




How the scam works




Other agencies

You should also consider reporting your scam to other agencies that specifically
deal with certain types of scam.

Cybercrime Australian Cybercrime Online Reporting
Network (ACORN). Visit www.acorn.gov.au

Financial and Financial and investment scams.

investment scams Australian Securities and Investments Commission
(ASIC)Visit www.moneysmart.gov.au or call the
ASIC infoline on 1300 300 630

BRI  Your local police. Call131444
Spam emails and SMS  Australian Communications and Media Authority
The following organisations take reports about particular types of scams. (ACMA).Visit www.acma.gov.au or call the ACMA

Customer Service Centre on 1300 850 115

Tax related scams Australian Taxation Office (ATO). To report a tax scam
or verify whether a person contacting you from the
ATO is legitimate: Call 1800 008 540 or forward your

email tax scam to ReportEmailFraud@ato.gov.au t

Stay one step ahead of scammers ST
g i Banking Your bank or financial institution

Contact your local consumer protection agency

While the ACCC is the national agency dealing with general consumer protection
matters, state and territory agencies may also be able to assist you.

New South Wales Fair Trading
www.fairtrading.nsw.gov.au 13 32 20

s on how to



https://www.cyber.gov.au
https://www.cyber.gov.au
www.staysmartonline.gov.au
www.fairtrading.nsw.gov.au
www.acma.gov.au
www.moneysmart.gov.au
www.acorn.gov.au
www.scamwatch.gov.au

Be alert to the fact that scams exist

Keep your mobile devices and
computers secure

Know who you're dealing with

Choose your passwords carefully

Do not open suspicious texts,
pop-up windows or emails —
delete them

Beware of any requests for
your details or money

Keep your personal details secure

Be careful when shopping online

Beware of unusual payment
methods




Where to find help
or support

If you've lost money to a scam or given out your
personal details to a scammer, you're unlikely to

get your money back. However, there are steps
you can take straight away to limit the damage
and protect yourself from further loss.

If you’ve sent money or personal banking
information to a scammer, contact your
bank or credit union immediately. They
may be able to stop a money transfer

or cheque, or close your account if the
scammer has your account details.

Your credit card provider may be able

to perform a ‘charge back’ (reverse the
transaction) if your credit card was billed
fraudulently.

If you suspect you are a victim of
identity theft, it is important that you act
quickly to reduce your risk of financial
loss or other damages.

Contact IDCARE — a free, government-
funded service that provides support to
victims of identity crime. IDCARE can
help you to develop a response plan to
take the appropriate steps for repairing
damage to your reputation, credit history
and identity. Visit the IDCARE website at
www.idcare.org or call 1300 432 273.

Apply for a Commonwealth Victims'
Certificate — a certificate helps support
your claim that you’ve been the victim
of identity crime and can be used to
help re-establish your credentials with
government or financial institutions. Visit
the Attorney-General’s Department at
www.ag.gov.au (or call 02 6141 6666)

If you or someone you know has been
scammed and may be suffering from
emotional stress or depression, please
talk to your GP, local health professional
or someone you trust. You may also
consider contacting counselling or
support services, such as:

When you need support in a crisis,
contact Lifeline on 13 1114 (24/7)
or visit www.lifeline.org.au

For information about depression or
anxiety, contact beyondblue on 1300 224
636 or visit www.beyondblue.org.au

Telephone and online counselling and
support service for young people aged
between five and 25 years. Contact
Kids helpline on 1800 551 800 or visit
www.kidshelpline.com.au

If you are in financial distress call

1800 007 007 to talk to a free financial
counsellor or visit
www.financialcounsellingaustralia.org.au.

Burwood

Inc.1874

to learn more about protecting
and recovering your identity.

Information in this booklet has been sourced from

The Little Black Book of Scams
https://www.accc.gov.au/publications/the-little-black-book-of-scams
© Commonwealth of Australia
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