
A QUICK GUIDE TO SPOT, AVOID, AND  
PROTECT YOURSELF AGAINST SCAMS



Mayor’s Message

The top scams to avoid

Scams target people of all  
backgrounds, ages and income levels.

Every year, scams cost Australians, 
businesses and the economy hundreds 
of millions of dollars and cause 
emotional harm to victims and  
their families.

One of the best ways to stop this type 
of fraud is to stay one step ahead of 
scammers by protecting yourself 
through awareness and education. 

To help you stay one step ahead of 
scammers, Burwood Council has 
developed this resource  to help  
create awareness on this issue  
and to encourage you  to visit the 
Australian Competition and Consumer 
Commission (ACCC), the national 
consumer protection agency.

As mentioned previously everyone is 
vulnerable to scams so everyone needs 
information about how to identify and 
avoid being scammed. Some people 
think that only the gullible and greedy 
fall victim to scams. The truth is 
scammers are clever and if you don’t 
know what to look out for, anyone can 
fall victim to a scam.

Have you received an offer that 
seems too good to be true, perhaps a 
phone call to help fix your computer 
or a threat to pay money you do 
not owe, an alert from your bank or 
telecommunications provider about 
a problem with your account or even 
an invitation to ‘befriend’ or connect 
online? Scammers know how to press  
your buttons to get what they want.

They are getting smarter, moving with 

the times to take advantage of new 
technology, new products or services 
and major events to create believable 
stories that will convince you to part 
with your money or personal details.

However, thanks to the tens of  
thousands of scam reports received 
every year, the ACCC has prepared a 
list of common scams to reveal the 
secrets and tactics that scammer’s 
don’t want you to know. 

We have provided you with a few 
examples in this brochure but for a 
more comprehensive list we encourage 
you to download The Little Black 
Book of Scams which is recognised  
internationally as an important tool for 
consumers and small businesses to 
learn about scams, available online at:  
www.accc.gov.au/littleblackbookofscams

Cr John Faker
Mayor of Burwood

How scams work

Most scams follow the same pattern and once you understand 
this, the tricks of the scammer become easier to spot.
If you look carefully at all of the different types of scams outlined in this book, 
you’ll soon notice that most scams go through three stages: (1) approach; (2) 
communication; and (3) payment. Understanding the basic parts of a scam will 
help you to avoid the current crop of scams and to be on guard against new 
scams that emerge in the future.

The anatomy of a scam

Scammers lurk within the anonymous  
environment of the internet.

Email Phishing emails that ‘fish’ for your personal information  
are the most common email scam type.

Social networking platforms, dating sites and online forums  
allow scammers to ‘befriend’ you and enter into your personal  
life to access your personal details, which can then be used  
against you or your family and friends.

Online shopping, classifieds and auction sites are used  
by scammers to target buyers and sellers, with initial contact  
often made through reputable and trusted sites or fake  
websites that look like the real thing. Look for secure  
payment options and beware of unusual payment methods  
such as wire transfer, Bitcoins or preloaded money cards.  
Credit cards usually offer some protection.

Online

1.  The approach: delivery method
When scammers approach you it will always come with a story  
designed to make you believe a lie. 
The scammer will pretend to be something they are not, a government official,  
an expert investor, a lottery official or even a romantic admirer.

To deliver these lies to you, scammers will use a range of  
communication methods.



Watch out - some scammers will come right  
to your door to try and scam you.

Door-to-door scams usually involve the scammer promoting goods or services  
that are not delivered or are of a very poor quality. You may even get billed for 
work that you did not want or agree to. 

Scammers can pose as fake charity workers to collect donations. They will take 
advantage of recent events like floods and bushfires. Before donating ask for 
identification and see their official receipt book.

Bulk mailing is still used to send lottery and sweepstake scams,  
investment opportunities, Nigerian scams and fake inheritance letters. 

2.  Communication and grooming
If you give them a chance to talk to you, they will start using tricks  
in their scammers’ toolbox to convince you to part with your money.

Scammer’s tools can involve the following:

• Scammers spin elaborate, yet convincing stories to get what they want.

•  They use your personal details to make you believe you have dealt with them  
before and make the scam appear legitimate.

•  Scammers may contact you regularly to build trust and convince you that they 
 are your friend, partner or romantic interest.

•  They play with your emotions by using the excitement of a win, the promise  
of everlasting love, sympathy for an unfortunate accident, guilt about not 
helping or anxiety and fear of arrest or a fine.

•  Scammers love to create a sense of urgency so you don’t have time to think  
things through and react on emotions rather than logic.

3. Sending the money
Sometimes the biggest clue you will have that it is a scam  
is the way the scammer asks you to pay.

Asking for money can come within minutes of the scam or after months of 
careful grooming. Scammers have their preferences for how you send 
your money.

Scammers have been known to direct victims to their nearest money remittance 
location (post office, wire transfer service or even the bank) to send money.  
They have been known to stay on the phone, give specific instructions and may 
even send a taxi to help with this. Scammers are willing to accept money by any 
means and this can include direct bank transfers, preloaded debit cards, gift cards, 
iTunes cards or virtual currency such as Bitcoin. Any request for payment by an 
unusual method is a tell-tale sign that it is part of a scam.

Credit cards usually offer some protection and you should also look for secure 
payment options where ‘https’ appears in the web address and the site has a 
closed padlock symbol. Don’t send money to someone you have only met online 
or over the phone — especially if they are overseas. Be aware that scammers can 
also ask for payment in the form of valuable goods and expensive gifts such as 
jewellery or electronics. Paying money to scammers isn’t the only thing you 
should worry about — if you help transfer money  
for a stranger you may unwittingly be  
involved in illegal money  
laundering activities.

Scammers call and SMS too.

Phone calls are made by scammers to  
homes and businesses in a wide variety  
of scams, from threatening tax scams  
to offers of prizes or ‘help’ with  
computer viruses. 

SMS text messages are used by scammers 
to send a whole range of scams including 
competition or prize scams. If you respond, 
you may be charged at premium rates or find 
yourself signed up to a subscription service. 

Over the phone

At your door

•  Similarly, they use high pressure sales tactics saying it is a limited offer, prices  
will rise or the market will move and the opportunity will be lost.

•  A scam can have all the hallmarks of a real business using glossy brochures  
with technical industry jargon backed up with office fronts, call centres and 
professional websites.

•  With access to the internet and clever software it is easy for scammers to create 
counterfeit and official-looking documents. A document that appears  
to have government approval or is filled with legal jargon can give a scam  
an air of authority.

The scammer’s tools are designed to get you to lower your defences, build trust in the 
story and act quickly or irrationally and proceed to the final stage - sending the money.



Consumers and businesses are 
increasingly buying and selling online. 
Unfortunately, scammers like to shop 
online for victims.

Scammers can create very 
convincing fake retailer websites that 
look like the real thing, including 
on social media like Facebook. The 
biggest tip-off that a retail website 
is a scam is the method of payment 
– be wary if you are asked to pay 
by wire transfer or other unusual 
methods.

An online auction scam involves a 
scammer claiming that you have a 
second chance to buy an item that 
you placed a bid on because the 
winner has pulled out. The scammer 
will ask you to pay outside of the 
auction site’s secure payment 
facility; if you do, your money will be 
lost you won’t get what you paid for 
and the auction site will not be able 
to help you.

The online classifieds scam is a 
common scam targeting both buyers 
and sellers. Buyers should beware 
of scammers who post fake ads on 
legitimate classifieds websites. The 
ads can be for anything from rental 
properties to pets, used cars or 
cameras, and will often be cheaply 

priced. If you show interest in the 
item,the scammer may claim that 
they are travelling or have moved 
overseas and that an agent will 
deliver the goods following receipt of 
payment. Following payment you will 
not receive the goods or be able to 
contact the seller.

For sellers, a classified scammer will 
respond to your advertisement with 
a generous offer. If you accept it, 
the scammer will pay by cheque or 
money order. However, the amount 
that you receive is for more than the 
agreed price. In this overpayment 
scam, the ‘buyer’ may tell you that 
this was a mistake and will ask you 
to refund the excess amount by 
money transfer. The scammer hopes 
that you will transfer the money 
before you discover that  
their cheque has bounced or that the 
money order was phony. You will lose 
the money, as well as the item you 
sold if you have already sent it.

Scammers love the ease of online shopping too.

How the scam works

•  Find out exactly who you are dealing with. If it is an Australian 
retailer, you are in a much better position to sort out the problem if 
something goes wrong.

•  Check if the seller is reputable, has a refund policy and complaint  
handling services.

•  Avoid any arrangement that asks for up-front payment via money 
order, wire transfer, international funds transfer, pre-loaded card or 
electronic currency. It is rare to recover money sent this way. Never 
send money or give credit card or online account details to anyone 
you don’t know or trust and never by email.

•  Only pay via the website’s secure payment method — look for a web  
address starting with ‘https’ and a closed padlock symbol.

•  Never accept a cheque or money order for payment that is more  
than what you agreed upon or forward money on for anyone.

Protect yourselfOnline shopping, 
classifieds and 
auction scams



Most people associate scams with 
attempts to trick you out of your 
money. However, your information is 
also valuable to scammers. 
Scammers steal your personal 
details to commit fraudulent 
activities like making unauthorised 
purchases on your credit card, or 
using your identity to open bank or 
telephone accounts. They might take 
out loans or carry out other illegal 
business under your name. They may 
even sell your information to other 
scammers for further illegal use.

Having your identity stolen can be 
both financially and emotionally 
devastating. It can take months to 
reclaim your identity and the impact 
of having it stolen can last for years.

Phishing A scammer contacts you out 
of the blue via email, phone, 
Facebook or text message pretending 
to be from a legitimate business 
such as a bank, phone or internet 
service provider. They direct you to a 
fake version of the business’s 
website asking for your personal 
details to verify customer records 
due to a technical error. They may 
call imitating a luxury goods retailer 
claiming that someone is trying use 
your credit card. They advise you to 
contact your bank but they don’t 
hang up from their end and keep the 
line open. When you try to call the 
bank, you are still talking to the 

scammers who simulate a real call, 
imitate bank staff and ask for your 
account and security details. In 
either case, the scammer captures 
whatever information you give them 
and then uses it to access your 
accounts.

Fake surveys Scammers offer  
prizes or rewards such as gift cards  
to well-known retailers in return for 
completing an online survey. The 
survey requires you to answer a 
range of questions including 
disclosure of important dentification 
or banking details.

As part of any scam Scammers often 
ask for personal information in other 
scams. In a lottery scam, scammers 
often ask for a driver’s licence or 
passport to ‘prove your identity 
before they can release the prize 
money’. In dating and romance 
scams they might ask for 
information ‘to sponsor their visa 
application to visit you  
in Australia’.

Remember: Giving away personal 
information to a scammer can be  
just as bad as giving away money.  
Keep your personal details to  
yourself and keep them secure.

All scams have the potential for identity theft. 
Protecting yourself from scams also means 
keeping your personal information safe.

Identify theft is a threat in every scam

•  Think twice about what you say and do in an online environment 
Be careful sharing information about yourself online, including 
social media, blogs and other online forums. Stop and think 
before filling in surveys, entering competitions, clicking on 
links or attachments, or even ‘befriending’, ‘liking’ or ‘sharing’ 
something online.

•  Beware of any request for your details or money 
Scammers will try to trick you into handing over your data by using 
the names of well-known companies or government departments. 
If you think it’s a scam, don’t respond. Use the phone book or  
an online search to check the organisation’s contact details.  
Never usethe contact details provided in the original request.

If you have provided personal identification information  
to scammers, contact IDCARE on 1300 432 273.

Protect yourself

Identity Theft



Instead of offering a prize, money 
or rebate, these scams use threats 
designed to frighten you into handing 
over your money. The scammer may 
call you and threaten you with arrest 
or send you an email claiming you 
owe money for a speeding fine, a tax 
office debt or an unpaid bill.

During the phone call, scammers will 
pressure you into paying immediately 
and tell you the police will be sent to 
your house if you refuse. Scammers 
have been known to target 
vulnerable people in our community, 
such as newly arrived migrants. 
They pretend to be Immigration 
Department officials and threaten 
victims with deportation unless fees 
are paid to correct errors in their 
visas. A very similar scam involves 
the scammer pretending to be from 
the Australian Tax Office telling their 
victims they have an outstanding  
tax bill.

Scammers also pretend to be trusted 
companies such as your bank, gas, 
electricity, water or phone provider. 
They will threaten to cancel your 
service or charge you excessive 

penalty fees if you don’t pay the bill 
immediately. Sometimes they may 
impersonate a business like Australia 
Post stating you have an item to pick  
up or you will be charged a holding  
fee every day you don’t pay. 

Whatever the case, they try to 
make you worried and act without 
stopping to think and check that  
the story is true.

If the scam is sent by email, it is 
likely to include an attachment 
or link to a fake website where 
you will be asked to download 
proof of the ‘bill’, ‘fine’ or ‘delivery 
details’. Opening the attachment or 
downloading the file will result in 
infecting your computer  
with malware.

If a government authority or trusted  
company is telling you to pay up, stop,  
think and double-check.

How the scam works

Threat and  
penalty scams

•  Don’t be pressured by a threatening caller. Stop, think and check 
whether their story is true.

•  A government agency or trusted company will never ask you to pay  
by unusual methods such as by gift card, wire transfers or Bitcoins.

•  Verify the identity of the contact by calling the relevant organisation  
directly — find them through an independent source such as a  
phone book, past bill or online search.

•  Do not use the contact details provided in emails or given to you  
during phone calls. Again, find them through an independent source.

Protect yourself



Where to report 
a scam
You can help others by reporting a scam to the  
appropriate authorities. Your information will help 
these organisations build a better picture of the  
latest scams and warn other people about what  
to look out for.
The following organisations take reports about particular types of scams.

Scamwatch
Report scams to the ACCC via Scamwatch   |   www.scamwatch.gov.au

Stay one step ahead of scammers

Stay one step ahead of the scammers — visit the Scamwatch website to get the 
low-down on scams that target Australian consumers and small businesses. Find 
out more about how scams work, how to protect yourself and what to do if you’ve 
been scammed.

Register with the Scamwatch subscription service to receive  
free email alerts on new scams doing the rounds.   
www.scamwatch.gov.au

Follow Scamwatch on Twitter at  
@scamwatch_gov or  
http://twitter.com/Scamwatch_gov

If you encounter a scam on a website or  
social media platform, report it to the site  
so it can be investigated and removed.  
If the scammers are impersonating a  
legitimate organisation like a  
government department or bank,  
let them know so they can  
warn others.

Other agencies
You should also consider reporting your scam to other agencies that specifically  
deal with certain types of scam.

Contact your local consumer protection agency
While the ACCC is the national agency dealing with general consumer protection 
matters, state and territory agencies may also be able to assist you.

Cybercrime

 
Financial and  
investment scams 
 

Fraud and theft

Spam emails and SMS 
 

Tax related scams

Banking

Australian Cybercrime Online Reporting 
Network (ACORN). Visit www.acorn.gov.au

Financial and investment scams.  
Australian Securities and Investments Commission 
(ASIC).Visit www.moneysmart.gov.au or call the  
ASIC infoline on 1300 300 630

Your local police. Call 13 1444

Australian Communications and Media Authority 
(ACMA).Visit www.acma.gov.au or call the ACMA 
Customer Service Centre on 1300 850 115

Australian Taxation Office (ATO). To report a tax scam 
or verify whether a person contacting you from the 
ATO is legitimate: Call 1800 008 540 or forward your 
email tax scam to ReportEmailFraud@ato.gov.au t

Your bank or financial institution

New South Wales Fair Trading
www.fairtrading.nsw.gov.au  13 32 20

 

The Australian Government has some great resources on how to  
stay secure and safe online.

• Stay Smart Online Service: www.staysmartonline.gov.au

• CyberSmart website: www.cybersmart.gov.au

•  Protecting Yourself Online publication: 
www.ag.gov.au/cybersecurity

More information



The golden rules 
to protect yourself
Be alert to the fact that scams exist
When dealing with uninvited contacts 
from people or businesses, whether it’s 
over the phone, by mail, email, in person 
or on a social networking site, always 
consider the possibility that the 
approach may be a scam. Remember,  
if it looks too good to be true,  
it probably is.

Know who you’re dealing with
If you’ve only ever met someone online 
or are unsure of the legitimacy of a 
business, take some time to do a bit 
more research. Do a Google image 
search on photos or search the internet 
for others who may have had dealings 
with them.

Do not open suspicious texts, 
pop-up windows or emails —
delete them
If unsure, verify the identity of the 
contact through an independent source 
such as a phone book or online search. 
Don’t use the contact details provided  
in the message sent to you.

Keep your personal details secure
Put a lock on your mailbox and shred 
your bills and other important 
documents before throwing them out. 
Keep your passwords and pin numbers  
in a safe place. Be very careful about 
how much personal information you 
share on social media sites. Scammers 
can use your information and pictures  
to create a fake identity or to target  
you with a scam.

Beware of unusual payment  
methods
Scammers often ask for payment  
by wire transfers, preloaded cards  

and even iTunes cards and Bitcoin.  
These are nearly always a sign that  
it is part of a scam.

Keep your mobile devices and 
computers secure
Always use password protection,  
don’t share access with others  
(including remotely), update security 
software and back up content. Protect 
your WiFi network with a password and 
avoid using public computers or WiFi 
hotspots to access online banking or 
provide personal information.

Choose your passwords carefully
Choose passwords that would be 
difficult for others to guess and  
update them regularly. A strong 
password should include a mix of upper 
and lowercase letters, numbers and 
symbols. Don’t use the same password 
for every account/profile, and don’t share
your passwords with anyone.

Beware of any requests for  
your details or money
Never send money or give credit card 
numbers, online account details or 
copies of personal documents to anyone 
you don’t know or trust. Don’t agree to 
transfer money or goods for someone 
else: money laundering is a criminal 
offence.

Be careful when shopping online 
Beware of offers that seem too good to be 
true, and always use an online shopping 
service that you know and trust. Think 
twice before using virtual currencies (like 
Bitcoin) — they do not have the same 
protections as other transaction methods, 
which means you can’t get your money 
back once you send it.



Where to find help 
or support

Contact your bank or credit union 
If you’ve sent money or personal banking 
information to a scammer, contact your 
bank or credit union immediately. They 
may be able to stop a money transfer 
or cheque, or close your account if the 
scammer has your account details. 
Your credit card provider may be able 
to perform a ‘charge back’ (reverse the 
transaction) if your credit card was billed 
fraudulently.

Recover your stolen identity 
If you suspect you are a victim of 
identity theft, it is important that you act 
quickly to reduce your risk of financial 
loss or other damages.

Contact IDCARE — a free, government-
funded service that provides support to 
victims of identity crime. IDCARE can 
help you to develop a response plan to 
take the appropriate steps for repairing 
damage to your reputation, credit history 
and identity. Visit the IDCARE website at 
www.idcare.org or call 1300 432 273.

Apply for a Commonwealth Victims’ 
Certificate — a certificate helps support 
your claim that you’ve been the victim 
of identity crime and can be used to 
help re-establish your credentials with 
government or financial institutions. Visit 
the Attorney-General’s Department at 
www.ag.gov.au (or call 02 6141 6666)  
to learn more about protecting  
and recovering your identity.

Contact a counselling or  
support service 
If you or someone you know has been 
scammed and may be suffering from 
emotional stress or depression, please 
talk to your GP, local health professional 
or someone you trust. You may also 
consider contacting counselling or 
support services, such as:

Lifeline 
When you need support in a crisis, 
contact Lifeline on 13 1114 (24/7)  
or visit www.lifeline.org.au

Beyondblue 
For information about depression or 
anxiety, contact beyondblue on 1300 224 
636 or visit www.beyondblue.org.au

Kids helpline 
Telephone and online counselling and 
support service for young people aged 
between five and 25 years. Contact  
Kids helpline on 1800 551 800 or visit  
www.kidshelpline.com.au

Financial Counselling Australia 
If you are in financial distress call  
1800 007 007 to talk to a free financial 
counsellor or visit  
www.financialcounsellingaustralia.org.au.

If you’ve lost money to a scam or given out your 
personal details to a scammer, you’re unlikely to 
get your money back. However, there are steps  
you can take straight away to limit the damage  
and protect yourself from further loss.

Information in this booklet has been sourced from  
The Little Black Book of Scams  
https://www.accc.gov.au/publications/the-little-black-book-of-scams  
© Commonwealth of Australia
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